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Many applications need counting 

RFID technology 
enables  

large-scale counting 
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RFID counting problem 

• Consider an RFID reader and 𝑛 tags that are in its coverage.  
They run an RFID counting protocol to estimate an 𝑛 ≈ 𝑛 

– Why estimation? Getting the exact 𝑛 is expensive 

• Guarantee: 𝑛 − 𝑛 ≤ 휀𝑛 holds (say, with 90% probability) 

– 휀 bounds the relative error, with probability taken over 
the random coin flips done by the randomized protocol 

RFID tag 

RFID reader 

Legends: 
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RFID counting problem 
• The reader and tags communicate in synchronized time slots 

• In each slot, the reader can send O(1) information to tags, and 
each tag may then choose to reply or keep silent 

• Multiple tags may reply together in a slot 

• Assuming no communication error, the reader can distinguish 
between: a) an empty slot when all tags are silent and  
b) a non-empty slot when at least one tag replies  

– i.e., reader sees an “OR” channel 

RFID tag 

RFID reader 

Legends: 
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An example RFID counting protocol:  
EZB (INFOCOM’07) 

• Using # of empty slots in a randomized trial to estimate n, 
with each tag participating in the trial (by replying in 
some random slot) with probability p 

– More empty slots ⟹ less tags 
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Our previous work (Mobicom’13) 

• We establish lower bounds for RFID counting protocols: 
 

    (Rough) Theorem: 
     No RFID counting protocol can estimate with < 휀       
     relative error while incurring overhead of 

       o log log 𝑛 +
1

𝜀2𝑙𝑜𝑔
1

𝜀

 

 

• Our proof leverages GHD (Gap Hamming Distance) 
communication complexity lower-bound result in 
[Chakrabarti & Regev, STOC’11]  
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Our previous work (Mobicom’13) 

Based on our lower bound, we find the key to design 
RFID counting protocol is to have two phases: 
 

 

 
  
 

 

Following our observation, we designed a simple RFID counting protocol 
SRC that outperforms existing protocols 
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2nd phase 

O
1

휀2
 

1st phase 
𝑂(𝑙𝑜𝑔𝑙𝑜𝑔 𝑛) 

Final 
estimate 

Rough 
estimate 



Question for this work 

How to count when there are communication 
errors and the error rate varies with time? 

– Most protocols assume the channel is free-of-error 

– Or the error rate is a constant (e.g., ZOE [Infocom’13]) 
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No existing protocol works  
with time-varying error rate ! 

• For example, with bursty errors, the actual 
estimation errors of all existing protocols we 
evaluated exceed 20 times of their claimed 
error bound 
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Our contribution ---  
Robust RFID Counting protocol (RRC) 

• Robust against time-varying error rates: No assumption 
on how communication errors distribute over time 
 

• Asymptotically near-optimal efficiency: We prove that 
the expected amount of time needed by RRC is 
𝑂(𝑌 +

1

𝜀2 + (𝑙𝑜𝑔𝑙𝑜𝑔𝑛)2), where Y is the # of 
communication errors experienced by RRC 
 

• Guarantees on estimation quality: We prove that the 
output 𝑛  generated (eventually) by RRC, despite 
communication errors, is an (휀, 𝛿) estimation of n 
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Abstraction of a time-varying channel 

• Intuitively, one can visualize a time-varying channel by 
an infinite long tape with three types of symbols: 1 , 
0  , and _  
– The reader sees a non-empty (or “1”) slot with 1  symbol 

– The reader sees an empty (or “0”) slot with 0  symbol 

– The slot is error-free when the corresponding symbol is _   

• We make no assumption on how these symbols 
distribute over the tape 
– One can imagine an adversary who examines the protocol 

before its execution and strategically decides which 
communication errors to introduce for which slots 
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Basic Idea I: Error-catching slots 

• Error-catching slots are special slots that the reader 
sees pre-determined results (0 or 1) when no error 

– Reader asks all tags to reply/not-reply when it expects 1/0 

– The error-catching slots are mixed randomly with the 
information slots, thus the error-catching slots will see 
their “fair share” of the errors 

– The reader uses them to estimate the error rate 
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R-Trial (p, l): 4l/5 slots are information slots, where each tag 
responds with probability p. The other l/5 slots are error-
catching slots. The two types of slots are randomly shuffled  



Basic Idea II: Converging Retries 

• If we observe errors in a large fraction of error-
catching slots, the information slots may not 
contain sufficient amount of useful information 

– Hence, RRC needs to test more slots through retries 

• Retries result in an increasing false negative rate 

– False negative: when the actual # of erroneous slots is 
excessive, the protocol incorrectly believes # of 
erroneous slots is small enough to produce an output 
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• Idea: When a protocol intends to make a 
judgement, it uses all information available, 
(i.e., the current trial and all previous trials) 

– combing all the x trials the protocol sees so far 
would result in a false negative rate of rx 

– Hence, regardless of how many trials are needed, 
the overall false negative rate will be bounded: 
r+r2+r3+...+rx < r/1−r 
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Basic Idea II: Converging Retries 
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Basic Idea II: Converging Retries 



Basic Idea III: Use CR in SRC 
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RRC’s formal guarantee 
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Recall our lower bound results for error-free RFID counting: 

o
1

휀2𝑙𝑜𝑔
1
휀

+ log log 𝑛  

RRC is asymptotically near-optimal 



Numerical evaluation 

• We compare RRC with two baselines 
– SRC [Mobicom’13]: no consideration of error at all 

– ZOE [Infocom’13]: assuming time-invariant error rate 
over execution (we gave ZOE 100% extra free slots to 
estimate error rate before it runs) 

• The simulation is conducted according to 
parameters from EPCglobal C1G2 standard 

– Consider 𝑛 = 50000 with an 0.03,
1

3
 estimation 

quality requirement 

– Simulate a variety of error settings 
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Estimation quality 
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Overhead 

• The overhead of RRC increases linearly with 
the # of communication errors it encounters 
– Aligns with our analysis that RRC incurs overhead of 

𝑂(𝑌 +
1

𝜀2 + 𝑙𝑜𝑔𝑙𝑜𝑔 𝑛 2) 

 

• When the channel is error-free, RRC takes ~2s, 
compared to ~1.5s of SRC 

– The difference mainly comes from the constant before 
1

𝜀2, 

as the 
1

𝜀2 term dominates the 𝑙𝑜𝑔𝑙𝑜𝑔 𝑛 2 term 
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Conclusion 

• RRC: a Robust RFID counting protocol 

– Robust against time-varying error rates 

– Asymptotically near-optimal efficiency 

– Guarantees on estimation quality 

 

• RRC achieves so while remaining simple 

– By replacing a non-robust building block of SRC 
protocol with the robust Converging Retries (CR)  
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