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False Load Attack to Smart Meters

by Synchronously Switching Power Circuits
Yongdong Wu, Binbin Chen, Jian Weng, Zhuo Wei, Xin Li, Bo Qiu, and Niekie Liu

Abstract—In the electric energy metering process, current
and voltage are sampled periodically and simultaneously, and
then used to calculate the energy consumption. This paper
presents a simple yet powerful attack to the above metering
mechanism such that the calculated energy consumption is made
far away from the actual one. Specifically, an adversary switches
on/off the power circuit at the meter’s sampling rate. If the
meter samples the circuit at the circuit-off (or circuit-on) time,
the measured energy consumption is much lower (or higher
respectively) than the actual one. Unlike the state-of-the-art false
load injection attacks, the present attack is immune to the well-
known cryptographical countermeasure that builds a secure and
time-stamped channel between the meter and the central system.
We implemented a low-cost device to attack a simulated electric
energy meter. According to the experiment results, the attack
method is effective. Moreover, we propose a countermeasure on
the present attack and demonstrate its effectiveness.

Index Terms—Smart meter, Cyber-physical system security,
False load attack, IGBT

I. INTRODUCTION

As an important type of equipment for electric utility

companies, electric energy meters are installed at customers’

premises to measure the power consumption. The meters are

read regularly to bill the customers at domestic, commercial

and industrial level [1]. In early days, analog electromechan-

ical energy meter is the dominant form. Albeit it is simple,

the analog meter is inconvenient as the electricity utility

companies have to read the meters manually.
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With the advance of information and communication tech-

nologies, electric utilities are making steady progress in up-

grading their customers’ analog meters with digital smart me-

ters [2]. As smart meters can send the measured consumption

data remotely via a customer-operator communication channel,

it not only facilitates the energy measurement process, but

also enables new applications such as demand forecasting [3],

dynamic tariff [4], and load management [5]. A number of

countries have already made substantial investments in smart

meter deployment [6]–[8], and the market for smart meters

is expected to grow quickly at a CAGR (Compound Annual

Growth Rate) of 9.34% from 2017 to 2022 [9].

To realize the advanced billing and energy management

services, smart meters are equipped with high-precision AFE

(Analog Front End) circuits, MCU (Micro-Controller Unit)

and sophisticated data processing software [10], where AFE

and MCU may be integrated together (e.g, Texas Instruments’

MSP430AFE family) or separated (e.g., Atmel’s 78M6612)

[11]. In either case, a smart meter periodically obtains the

instantaneous samples of the current/voltage of the load, and

then uses the samples to calculate the electricity frequency,

power factor, energy consumption, etc [12].

The metering process is subject to physical and/or cyber

attacks that exploit various security flaws of meters via meter

tampering, bypassing, or other unlawful schemes. For instance,

an attacker can attach magnets to the meters to saturate the

current and/or voltage transformers, compromise the meter

software, or tamper with the traffic of communication channel

between meters and the utility’s central system [13], [14]. The

attacks not only reduce the revenue of the electric utilities

[15], [16], they may even have bad impact on the demand

forecasting, pricing strategy, the power generation/schedule

mechanism and power supply stability.

Nowadays, there are several countermeasures on these

known attacks. The first is to detect whether the physical val-

ues (e.g., magnetic readings) are within a reasonable range; the

second is to ensure software integrity protection by monitoring

the state of the meter’s firmware [17]; and the third is to deliver

meter readings via a secure data communication channel (e.g.,

as specified in IEC 62351 [18]). Thanks to extensive efforts on

enhancing the security of meters [19], the risk of these known

attacks to smart meters can be mitigated effectively.

This paper presents a novel false load attack that is immune

to all the above countermeasures, and can effectively incur

a large amount of measurement error of a smart meter. The

proposed new attack exploits the fundamental design in the

electric metering mechanism. Specifically, we consider an

attacker who is able to switch a power main line (or its



2 IEEE TRANSACTIONS ON SMART GRID, VOL. XX, NO. XX, MONTH YEAR

branch) measured by a smart meter in a manner that is

synchronous with the meter’s current measurement actions.

For example, when the meter samples the current through

a circuit, the attacker switches the circuit off such that the

measured instantaneous current is 0. When the meter does

not sample the circuit, the attacker switches on the circuit

to consume electricity. Doing so leads to effective electricity

theft. In addition, it can also destabilize the whole power grid

if the false measurement is used to realize load control or

management [20], [21]. In order to defeat the present attack,

we propose a novel countermeasure that introduces random-

ness into the meter’s sampling timing such that the attacker

will have difficulty to synchronize his circuit-switching with

meter sampling. To demonstrate the applicability of the present

attack, a prototype using an Insulated Gate Bipolar Transistor

(IGBT) is designed and built. The experiments show that the

present attack is viable and the proposed countermeasure is

effective.

The remainder of this paper is organized as follows.

Section II provides the background related to the present

attack. Section III presents the novel false load attack and

analyzes the attack feasibility, parameters, and performance.

Section V presents the prototype implementation and

experiment results. Finally, Section VI draws conclusions.

Nomenclature

ADC: Analog to Digital Converter

AFE: Analog Front End

IGBT: Insulated Gate Bipolar Transistor

MCU: Micro-Controller Unit

OCXO: Oven-Controlled Crystal Oscillator

PWM: Pulse Width Modulation

PCB: Printed Circuit Board

TCXO: Temperature-Compensated Crystal Oscillator

TON : Circuit-ON duration in a sampling cycle

TOFF : Circuit-OFF duration in a sampling cycle

TGON
: IGBT gate-ON duration in a sampling cycle

TGOFF
: IGBT gate-OFF duration in a sampling cycle

TdON
: IGBT rising time

TdOFF
: IGBT falling time

∆: Threshold value (lower bound) for circuit-OFF duration

τ : Sampling period of an electric meter

ρ: Duty cycle of a gate PWM signal

W : Energy consumption

p(t): Real power value at time t
i(t): Current value at time t
v(t): Voltage value at time t

II. PRELIMINARIES

To provide the background for the present attack, this

section first briefly describes the design of a smart meter and

the energy measurement principle. Then it introduces IGBT,

which is used to realize the present attack.

A. Smart meter

Fig.1 shows the diagram of a smart meter, which includes

AFE, MCU, display, and communication module for remote

reading [22].

An AFE consists of voltage input circuit, current input

circuit and filter circuit, where the voltage input circuit at-

tenuates the actual voltage to satisfy the measurement upper

boundary, the current input circuit converts the current to a

voltage through a current transformer or resistor, and the filter

circuit reduces the gain and phase errors. Besides, it may have

ADC (Analog to Digital Converter) to sample the current and

voltage, and calculate the power, energy consumption, etc [10].

Through a dedicated interface (e.g., Serial Peripheral In-

terface), an MCU communicates with AFE and performs

data processing. It also conducts the necessary configuration

of AFE, such as calibrating meter gain, and compensating

phase errors. In addition, the MCU outputs the measurement

results on display and sends the readings via a communication

module.
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Fig. 1. The basic elements of a smart meter for measuring the power
consumption of a load [23]. When the present attack is started, the dash
line will be manipulated by the attacker such that current in/out is changed.

B. Real power measurement

As the real power is the target of the adversary in this paper,

we focus on its measurement principle. As introduced in [24],

real power is calculated as the product of the instantaneous cur-

rent measurement and the instantaneous voltage measurement,

sampled in a synchronized manner (e.g., at a sampling rate of

6400Hz or sampling period τ = 156.25µs). Mathematically,

the instantaneous real power p(t) is the product of voltage

v(t) and current i(t), i.e, p(t) = v(t) × i(t). The energy

consumed (and billed) for a given time interval is the integral

of the instantaneous real power p(t). Considering a single-

phase meter for example, we obtain the energy consumption

over a period from time 0 to Kτ as

W =

∫ Kτ

0

p(t)dt ≈
K
∑

j=1

v(jτ)i(jτ)τ (1)

For a revenue billing application, smart meters, just like

analogy meters, should meet accuracy standards, such as ANSI

C12.20 [25]. Therefore, the accuracy of both current and

voltage measurements are critical in the power measurement

process.

C. IGBT

As shown in Fig.2, an IGBT is a terminal semiconduc-

tor device for conducting current Ic in one direction [26].

Concretely, the circuit is turned on if the gate signal VGE is

sufficiently high (e.g., 15V), or turned off if VGE ≤ 0. Thanks
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to the advance of high speed semi-conductor technologies,

the fifth generation IGBTs (e.g., IKW40N65F5FKSA1) 1 have

very short switching time such that IGBT can be used to switch

circuits sufficiently fast to match typical smart meter sampling

frequency.
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Fig. 2. IGBT diagram. If VGE ≥ 15V (i.e., gate-ON), the circuit between
collector and emitter will be on (i.e., circuit-ON), VCE ≈ 0 and IC(≈ IE)
is large. But if VGE ≤ 0V (i.e., gate-OFF), the circuit will be off (i.e.,
circuit-OFF), IC ≈ 0 and IE ≈ 0.

III. FALSE LOAD ATTACK

According to the meter structure and measurement prin-

ciple as described in Section II, the accuracy of the energy

measurement relies on the accuracy of both the current and

voltage measurements. Also, by the Nyquist-Shannon sam-

pling theorem, the discrete sequence of samples can represent

the continuous-time electricity signal, if the electricity signal

contains no frequencies higher than half of the sampling

frequency, which generally holds in a trusted environment.

However, as we will show below, an attacker is able to invali-

date this underlying assumption in the digital metering process,

and incur a large error of the smart meter, by synchronously

switching the circuit.

A. Security model

In the present attack, the adversary aims to reduce the

meter’s accuracy without changing the meter, input line of

the meter, and communication channel between meter and the

utility’s central system. To this end, the adversary is assumed

to be

• able to insert or find an IGBT switch between the output

end of the target meter and the input end of the load;

• able to control the IGBT switch to turn on/off the target

electricity circuit;

The above assumptions can be realized in two cases. In the

first case, the attacker installs a new IGBT switch device into

the power circuit. For example, an electricity user can do so to

steal electricity. Note that, the attacker can carry out this in a

rather stealthy and convenient manner by modifying a normal

power indoor extension with a controllable IGBT switch, and

can easily unplug and hide the modified power extension to

avoid detection. In the second case, as IGBT is popularly used

1IGBT-High speed 5 FAST IGBT in TRENCHSTOPTM 5 technology co-
packed with RAPID 1 fast and soft anti parallel diode, see http://www.mouser.
com/ds/2/196/Infineon-IKW40N65F5-DS-v01 02-EN-219455.pdf.

in many power rectifiers / inverters [27]–[30], the attacker may

be able to exploit those existing IGBT switches to launch the

attack.

In either case, if the IGBT controller is under the control of

the attacker via some means2, the attacker is able to switch the

power circuit even remotely. This posts a potential risk that

an attacker may be able to conduct such attacks on a large

number of sites remotely, hence causes a grid-wise impact.

For simplicity, the following will elaborate the first case with

a resistor load, unless otherwise stated.

B. Attack method

To launch the attack, an attacker can change the power

circuit by adding an IGBT into an existing circuit, as shown

in Fig.3. The IGBT is inserted between the load and the smart

meter, and it is controlled by a digital gate signal. In the attack,

the attacker will use an MCU to send periodic circuit-OFF

signals to the IGBT gate such that the circuit is switched off

when the meter is sampling the current reading. Because the

circuit is open, the sampled current value is zero (or close to

zero if there is some hysteresis), i.e., the current i(t) ≈ 0 at

the sampling time of t. Hence, according to Eq.(1), the power

meter readings for the total consumption will be

W ≈
K
∑

k=1

v(kτ)i(kτ)τ ≈ 0

Nonetheless, at any non-sampling time, the IGBT gate signal

is gate-ON such that the load can consume energy during

these moments. As a consequence, the energy measurement

can be made much lower than the actual consumption. On the

contrary, if the meter always samples the circuit when the gate

is ON, the energy measurement can be made much higher than

the actual consumption.
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Fig. 3. Circuit diagram of the present attack. For the IGBT, its collector
C links to the load, the emitter E links to the output of current sensor, and
its gate G links to a digital controller (omitted in the figure). The attacker
uses the controller to issue periodic pulse signal that is synchronized with the
meter reading time.

Due to the dynamic characteristics of capacitive and induc-

tive elements in the circuit, it takes some times (e.g., tens of

2For instance, the controller is installed by the attacker, has a backdoor
at the manufacturing stage, or has a compromised and/or wireless network
interface [31].
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Fig. 4. Current sample sequence when the power line is switched at 6400Hz (i.e., sample period is 156.25µs), 50% duty cycle.

nanoseconds) to reduce the load current to 0 after the IGBT

gate voltage is changed from high to low. Thus, the width of

gate-OFF signal shall be big enough to complete circuit-OFF

operation. For instance, suppose that the duty cycle3 is 50%,

the current value can become 0 when gate-OFF signal is low,

as shown in Fig.4.

C. Synchronization method

In order to successfully attack the meter, the gate signal

must synchronize with the meter sampling process. However,

the sampling signal is internal to the meter and is not available

to the attacker. Therefore, an attacker shall find other means

to determine whether the gate signal synchronizes with the

sampling signal or not.

There are two general types of meter implementations to

determine the sampling time. One is continuous metering

and the other is zero-crossing metering. The former is to

take the periodic samples in a continuous manner over time

without referring to the underlying electricity signals, while

the latter aligns the periodic samples with the zero-crossing

time of the measured voltage signals. For instance, the popular

power measurement chip RN8302B [32] offers two modes:

One is fixed sampling rate 6400Hz for nominal frequency

50Hz power grid (in China, Europe etc) and cross-zero sam-

pling 7699Hz for nominal frequency 60Hz power grid (e.g.,

in USA). The attacker shall take different synchronization

methods for different metering modes.

1) Synchronization for continuous metering: As shown in

Fig.5, a smart meter is able to provide its real-time power

measurements on its display screen. In addition, it may provide

the consumption data with a front panel interface (e.g., RS-

232 serial, optical port or wireless) which is used by field

engineers to calibrate / reconfigure the meter on site.

Therefore, an attacker is able to determine whether the

attack succeeds or not by reading the display or the meter’s

communication interface. In this attack process, the attacker

can use a simple control loop to initialize its attack. Basically,

after sending the gate-ON/gate-OFF signals at the the meter

sampling frequency (but with randomly chosen phase offset),

3In a PWM ((Pulse Width Modulation)) signal, duty cycle is the ratio
between high-voltage time and PWM period.

Fig. 5. An example smart meter with an optical port, which is able to output
power consumption.

the attacker can read the meter’s power measurement and

if the meter’s power measurement is close to 0, the attack

already succeeds. Otherwise, the attacker knows that there is

a phase difference between its attack signal and the sampling

process. If the circuit-ON duty cycle is around 50%, the

attacker can simply shift its gate signal by 0.5τ to make the

meter sampling time fall into the circuit-OFF instead of circuit-

ON period, hence making the power measurement close to 0.

If the frequency of both the meter and the attacking device

are stable and match exactly, the attacker does not need to

further monitor the meter reading after the synchronization is

achieved. We will discuss how to cope with slight difference

of frequency in the subsection IV-B.

2) Synchronization for zero-crossing metering: In a zero-

crossing meter, there is a circuit for detecting the zero-

crossing point of the electricity voltage. Upon the detection

of the zero-crossing point, the meter will start to periodically

sample the electricity till its next zero point. Thus, besides the

attack process mentioned in Subsection III-C1, the attacker

needs to be able to launch a closed-loop attack process so

as to provide long-time synchronization between the meter’s

sampling process and the IGBT’s circuit ON/OFF process.

IV. DISCUSSIONS

In the present attack, the duty cycle, the stability of the

crystals, and the tuning mode of the compromised devices have

significant impact on the attack performance. This section dis-

cusses these parameters and then addresses countermeasures.
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A. Duty-cycle selection

With reference to Fig.3, the load is connected with the

IGBT and meter in series. Denote circuit-ON duration within

a sampling cycle as TON , and circuit-OFF duration within

a sampling cycle as TOFF . A meter sampling period is

τ = TON + TOFF . Now we consider the impact of the

rising / falling delay between the gate signal ON/OFF time

and the actual circuit’s ON/OFF time. Denote Td(on) as the

rising time and Td(off) as the falling time of the IGBT,

and denote TGON
and TGOFF

as the IGBT gate-ON / gate-

OFF duration in a sampling cycle respectively. We should set

TGOFF
= TOFF + (Td(off) − Td(on)), and circuit-ON time is

TGON
= τ − TGOFF

.

The objective of the attack is to ensure that the meter will

sample the power circuit within the circuit-OFF duration of

TOFF . Thus, in order to incur the largest measurement error,

TOFF shall be made as small as possible. That is to say,

TOFF ≥ ∆, where ∆ is the admissible threshold to handle the

device variation in crystal frequency, the synchronization error

tolerance, and the capacity or delay of IGBT control circuit.

Thus the circuit-OFF signal time

TGOFF
≥ ∆+ (Td(off) − Td(on)) (2)

and the circuit-ON signal time

TGON
= τ − TGOFF

≤ τ −∆− (Td(off) − Td(on)) (3)

Thus, to launch a successful electricity theft attack, the duty

cycle of the gate signal should be

ρ =
TGON

τ
≤ 1− ∆+ Td(off) − Td(on)

τ
(4)

As an illustrative example, assume Td(on) = 1µs, Td(off) =
30µs, the sample period is τ = 156.25µs (i.e., sampling

frequency is 6400Hz), and the threshold ∆ = 10µs. If

the attacker chooses TOFF = 0.5τ = 78.125µs (note that

TOFF cannot be less than ∆), the IGBT gate-ON duration is

TGON
= 156.25−78.125−(30−1) = 49.125µs and the IGBT

gate-OFF duration TGOFF
= 107.125µs. Thus, the duty cycle

of the gate signal is ρ = 107.125/156.25 = 68.56% which is

higher than the targeted circuit-ON duty cycle of 50% because

Td(off) > Td(on).

B. Sensitivity analysis

The present attack takes effect when the gate signal is

synchronized with the meter sampling signal. As the attacker

has no control on the stability of the meter’s crystal (and

sometime no control over the attack device’s crystal when the

attack reuses in-situ hardware), it is necessary to investigate the

effect on synchronization due to the practical stability issues

of crystal frequency.

1) Instability of a meter’s crystal: Suppose the meter’s

crystal frequency f is uniformly and randomly distributed over

an interval of [f0 − rf0, f0 + rf0] for some predefined value

r, with mean f0 (or period δ = 1/f0). Denote the frequency

fi = f0 + rif0 for some ri ∈ [−r, r], and the period is

Ti = δ + ni at the ith cycle, where the period deviation

ni =
1

fi
− 1

f0
=

f0 − fi
f0fi

=
ri
fi

=
riδ

1 + ri
(5)

Fig. 6. Schema of the attack device. The control signal PWM is sent from
MCU.

Thus, after the meter runs l crystal cycles, the total time

error is

el =
l

∑

i=1

(Ti − δ) =
l

∑

i=1

ni = δ
l

∑

i=1

ri
1 + ri

(6)

Assume that the stability of a crystal is high, |ri| ≪ 1. Thus

Eq.(6) can be simplified as

el ≈ δ

l
∑

i=1

ri (7)

The right side of Eq.(7) can be approximated as a normal

distribution N (µl, σ
2
l ) according to the central limit theorem,

where mean µl = 0 and variance is

σ2
l =

lr2δ2

3
(8)

or σl =
√

l
3 · rδ. For instance, assume the clock frequency is

8MHz (or δ = 1/8µs), and r = 30 ppm (i.e., 30× 10−6) for

a crystal oscillator with a medium level of precision4,

σl =

√

l

3
× 30× 10−6 × 1/8 =

√
l× 2.165× 10−6

Suppose the sampling period is T = 156.25µs (i.e., sampling

rate is 6400Hz), and duty cycle 50%, or 78.125µs. Assume

initial time is at the center of duty cycle, to deviate from the

duty cycle with a probability of 70% (or 1-sigma),

78.125/2 =
√
l × 2.165× 10−6

we have l ≈ 3.32× 1014 cycles. i.e., it takes lδ ≈ 4.15× 107

seconds to lead to the attack failure due to the instability of

meter’s crystal frequency.

2) Inconsistence of meter’s crystals: Due to the difference

of crystals, the sampling period also varies across meters

(albeit within a small interval). Denote the crystal period of

meter as Tm and the crystal period of an attack device as

Ta < Tm. Assume the initial sampling time is at the middle

of the circuit-OFF duration, and the sampling time will move

to the circuit-ON time after q sampling period, we have

TOFF

2
= q × τ

Tm

× (Tm − Ta) (9)

4One important factor that destabilizes the crystal oscillator’s frequency is
the change of environmental temperature. Thus it is possible to considerably
improve the stability of the oscillator by applying temperature compensa-
tion technologies on the crystal oscillator module. TCXO (Temperature-
Compensated Crystal Oscillator) or OCXO (Oven-Controlled Crystal Oscil-
lator) are two popular compensated crystal oscillator which offer excellent
short-term stability to limit the influence of temperature fluctuation [33].
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Thus the running time of a successful attack is

qτ =
TmTOFF

2(Tm − Ta)
≥ Tm∆

2(Tm − Ta)
(10)

For example, assume the difference Tm − Ta = 10−7δ,

τ = 156.25µs, TOFF = τ/2 = 78.125µs, it takes qτ = 400
seconds to lead to the attack failure. Therefore, in comparison

with the crystal instability discussed in Subsection IV-B1, the

inconsistence of meter crystals has much higher impact on the

attack performance. Therefore, the attacker shall compensate

the crystal difference of attack device so as to reduce deviation

between the sampling period and IGBT gate period. The

compensation can be realized by tuning the attack period Ta

based on a closed-loop feedback control by checking the attack

success / failure patterns using the meter readings.

C. Admissible threshold

With reference to Subsections IV-A and IV-B, the ad-

missible threshold ∆ is used to tolerate the uncertainty of

crystals. When admissible threshold ∆ becomes smaller, the

duty cycle can be chosen higher according to Eq.(4), such

that the difference between the actual energy consumption

and the measurement by the meter will be higher. However,

smaller ∆ requires more accurate synchronization between

attack frequency and sampling frequency according to Eq.(10).

D. Cyber-attack to the grid

In the present attack, electricity theft may happen if an

attacker controls circuit switches such that the measured

energy consumption is different from the actual one. While

this can already cause direct economic impacts, a more serious

situation may occur if the meter readings are used in the DR

(Demand-Response) [34] or LFC (Load-Frequency Control)

[21]. In this case, the attacker may be able to attack the whole

power grid by launching remote false data injection attack to a

large number of meters using the proposed method. By abusing

a large number of controllers (e.g., cases in Subsection III-A)

such that the measurement error is sufficiently big, the DR or

LFC becomes erroneous, and consequently the smart grid will

suffer from big disturbance, even instability.

The present attack is able to incur measurement error within

the interval (-100%, 100%) of actual load consumption if the

duty cycle is 50%. Hence, the more the number of compro-

mised devices, the higher the total error interval. To reduce

the required number of compromised devices, the attacker may

flexibly choose attack parameters so as to tune the attack from

time to time. Such attack flexibility can be achieved as follows.

1) Tuning duty cycle for variable attack amplitude: The

present attack is able to incur different levels of erroneous

readings in the meter. Specifically, if the meter sampling point

is always at the circuit-OFF time, the reading is lower than

the actual value. On the contrary, if the meter sampling point

is always at the circuit-ON time, the readings is higher than

the actual value. The final effect depends on the occurrence

ratio of these two cases. Thus, if an attacker wants to incur

a target time-variant error within this range, he can achieve

so by adjusting the duty cycle of the gate signal as shown in

Eq.(4) from time to time.

Fig. 7. Zero-crossing detection circuit. The voltage zero-crossing signal is
sent to MCU port RB0.

2) Adjusting period deviation for different attack duration:

Besides tuning the attack amplitude of the measurement errors,

the attack can change the error period by changing the devi-

ation between the meter sampling period and gate-changing

period of the attack device according to Eq.(9) or Eq.(10).

E. Countermeasures

When a smart meter is under the present attack, its voltage

samples are the same as the utility input and its current samples

are about 0. As these samples are the same as the normal load-

free setting, the meter is unable to identify the attack. Thus,

new countermeasure needs to be introduced to existing smart

meters to defend against the attack.

In order to launch the attack, the circuit switch frequency

must be higher than the cut-off frequency of the AFE. Oth-

erwise, the attack effect will be filtered out. However, as

there is some delay in the IGBT switching on/off circuit,

the circuit switch frequency is restricted such that the circuit

cannot be completely switched if the cut-off frequency is high.

Therefore, one countermeasure is to increase cut-off frequency

of the AFE by increasing the capacitance of the AFE filter or

meter sampling rate.

Another countermeasure is to sample the circuit randomly

rather than periodically. As random sampling makes it difficult

to achieve and maintain synchronization between the meter

sampling process and the circuit-ON/OFF timing, the present

attack is deterred in principle.

V. IMPLEMENTATION AND EXPERIMENT

A. Attack device

We have implemented a proof-of-concept attack device. The

design diagram of our attack device is shown in Fig.6, which

includes a full-bridge rectifier, an IGBT, and a transistor output

opto-coupler for protecting the low-voltage circuit. The input

PWM signal generated from an MCU pin is used to produce

the gate signal which controls the circuit ON/OFF timing.

Fig.7 shows the zero-crossing detection design to adapt to the

zero-crossing metering process presented in Subsection III-C1.

Correspondingly, Fig.8 is the PCB (Printed Circuit Board)

prototype of Fig.6 and Fig.7.

B. Experiment configuration

As shown in Fig.9, the experiment configuration includes

the attack device, two load resistors linked in series (400Ω in

total), and a simulated meter (see Subsection V-C below). The

MCU is PIC18LF25K50 from MicrochipTM, the crystal for
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IGBT 

MCU 

To Load 

230V AC Input 
PWM 

Fig. 8. The attack device prototype. The IGBT and MCU are the key
components in the attack device. By switching on/off the 230V AC input,
the attack device affects the power usage at the load and the measurements
at the meter.

MCU is 16MHz with 30ppm, the meter sampling frequency

is 6400Hz, and the mains electricity runs at 50Hz and 230Volt.

Attack 

Board 

230V AC Input 

Oscillo 

-scope 

Testing 

Loads 

Simulated Meter 

Fig. 9. Experiment configuration. It includes the attack device, the resistive
load and a simulated meter.

C. Simulated meter

In order to expose the internal status of a smart meter

for illustrating the attack process, we design a simulated

meter, which follows the same design principle in Fig.1 [23].

Specifically, the simulated meter has an MCU which has an

ADC to sample the voltage (equivalently, current) of a small

resistor, the MCU will output the measured current/voltage.

As the attack device and the simulated meter have the same

components, their hardware designs are the same. The oscil-

loscope is used to display the measured samples, PWM and

gate signal.

Smart meters can use different measuring sensors such

as including resistive shunt, current transformers (CTs) [35]

or Rogowski coils [36]. As resistive shunt has traditionally

been the most commonly-used current sensing technique for

residential and other low-to-medium-power applications, it is

adopted as a current measurement tool for simulating smart

meter in the experiments5.

5In order to filer high-frequency noise, the commercial energy meter usually
have a low-pass filer in the AFE. In the reference design [10], the filter is
constructed with resistor R = 1000Ω and capacitor C = 33nF. As its cut-off
frequency is 1

2πRC
= 4822.87Hz which is slightly lower than the gate-

signal frequency 6400Hz, the filter is able to alleviate the attack performance
to some extent, but does not prevent the attack in principle.

D. Control circuit response

Fig.10 shows the response of the IGBT control circuit,

where the solid line is the measurement of load current AC1,

and the dotted-dash line indicates the digital value of pin

4 of part U200 (i.e., the inverse of PWM from MCU) in

Fig.6. When the PWM signal is turned to be 0, the circuit

delay (rising time) is merely 1µs. However, when the PWM

is changed to 1, the circuit delay (falling time) is about 30µs.

Thus, the turn-off delay is longer than the turn-on delay.
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Load current (A)
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Fig. 10. IGBT response characteristics for on/off switching. IGBT turns on
a circuit quickly, but takes a longer time to turn off the circuit.

E. Attack results

1) Instantaneous current value: Fig.11 shows the current

waveform when the meter always samples the load current at

the circuit-OFF time. In this case, the current sampling value

of the meter will be almost zero. Hence, the calculated power

consumption is almost zero too.

Time (ms)

0 1 2 3 4 5

C
u
rr

e
n
t 
(A

)

-0.2

0

0.2

0.4

0.6

0.8

1

Actual

Measurement

Fig. 11. When a meter samples the circuit at the circuit-OFF time, the current
sample value is 0. The circuit’s duty cycle is 50%.

On the contrary, Fig.12 shows the current waveform when

the meter always samples the load current at the circuit-

ON time. In this case, the sampling value of the meter will

be almost the same as the real instantaneous power value.

Since the meter uses these power values for those circuit-OFF

duration (which actually consumes no power), the calculated
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energy consumption over time will be higher than the actual

one.
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Fig. 12. When a meter samples the circuit at the circuit-ON time, the transient
sample value is the same as actual value. The duty cycle is 50%.

2) Erroneous power value due to duty cycle: When the

attack device and the meter do not synchronize precisely,

Eq.(10) shows that the measured power changes periodically.

This can be observed in both Fig.13 and Fig.14.
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Fig. 13. The IGBT gate signal has 50% duty-cycle, at an expected sample
period 156.25µs. The y-axis shows the ratio between the measured power and
the actual power. Clearly, the range of the error ratio is about {-100%, 100%}

Time (s)

0 20 40 60 80 100 120

P
o
w

e
r 

ra
ti
o
 (

%
)

0

50

100

150

Fig. 14. The IGBT gate signal has 66.6% duty-cycle, at an expected sample
period 156.25µs.

Therefore, if an attacker observes the meter through the

meter screen or optical interface, he can find abrupt changes

of the meter readings periodically. This can be used by

the attacker to readjust its attack device’s signal phase. For

example, when an attacker sees that the measured power is

larger than the actual power its load consumes (e.g., around

the 37th second in Fig.13), the attacker can instruct the attack

device to shift the gate signal to quickly revert back to the

attack mode (i.e., the low part of the curve in Fig.13) such

that the meter readings become low again.

3) Error cycle: Eq.(10) shows that the period of the mea-

sured power is proportional to (Ta−Tm)−1, the inverse of the

difference between the meter sampling frequency and IGBT

gate signal frequency. That is to say, when the difference is

smaller, the period of the error of the measured power will

increase. It can be seen by comparing Fig.13 and Fig.15.
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Fig. 15. The IGBT gate signal has 50% duty-cycle, at an expected sample
period 156.25µs. In comparison with Fig.13, its period is larger because its
synchronization error between the meter sampling frequency and gate signal
frequency is smaller, but the range of the error ratio is the same, i.e., about
{-100%, 100%}.

F. The effect of countermeasure

When the sampling period of the device is changed ran-

domly within an interval [0, 0.5τ ], the attack is deterred as

shown in Fig.16, where the distribution of power ratio is mean

1.0026, and standard deviation 0.028. That is to say, the actual

power consumption is almost the same as the measured one,

and hence the measurement error is very small.
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Fig. 16. The effect of countermeasure on the attack in Fig.15. The actual
power consumption is almost the same as the measured one.

VI. CONCLUSIONS

Energy measurement is a fundamental requirement in smart

grid. It not only affects the revenue of the electric utilities, but
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also may have impact on the stability of the power grid. By

exploiting a flaw of the metering principle, this paper presents

a false load attack to make the meter reading far away from

its true value. The attack is implemented and validated on a

simulated energy meter. As the attack is very effective, of low

cost, can be launched in a stealthy manner, and can reduce the

power consumption bill significantly, it may be used in real

world. Moreover, as there may be many rectifiers/inverters in

the generation, transmission, distribution, and consumer sides

of the power grid, the present attack may be employed to

attack the smart grid when the attacker is able to compromise

their controllers.

As the attack compromises neither the meter nor the com-

munication channel, it has advantage over the start-of-the-

art false load injection attack which can be defeated with

standard security measures. To defeat the present attack, the

meter should adopt random sampling or use higher sampling

frequency.
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