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Traction Power System (TPS) Faults 



Railway Modernization 

There is growing use of  information and communication technologies 

(ICTs) to operate trains and connect trains to an operation center  

 

Driverless Trains ð Automatic Train Control 
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DC Subsystem of  the TPS 

ÅMobility of  train changes TPS network topology and parameters 

ÅAccelerating Trains - Draw power from the network 

ÅBreaking Trains - Can regenerate and inject power into the network 

 Train operations result in a drop or rise in the catenary voltage 



TPS Vulnerabilities : Track Circuit 

Breakers 

Changing the status of  circuit breakers can alter the power flow in 

the TPS 



TPS Vulnerabilities : Train Controls 

& Sensor Measurements 

Train safety control mechanisms embedded in the ATC 

 

FDI attacks on measurements/ controller logic may mislead the 

train into erroneous power control decisions 

Overcurrent Protection 

Mechanism 

Squeeze control 

Mechanism 



Contributions 

 

Å Efficiency attack: Increase the systemõs power consumption 
 

Å Safety attack: Breach voltage safety limits 

 

1. Impact Analysis of  FDI attacks on the train-
borne sensor measurements 

Analyzing the impact of  FDI attacks will provide basic 

understanding for developing countermeasures 



Numerical Examples 

To launch a successful attack, it is sufficient to compromise the 

measurement of  only node 2 

W/o Attack: 3.601 MW 

With attack: 2.888 MW 

19.81 % reduction 

Substation power absorbed 

Attack magnitude constraints 
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