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Traction Power System (TPS) Faults
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Traction power fault caused 2-hour train service Train delay on NSL between Woodlands
disruption on Wednesday morning, affecting and Kranji stations due to traction power

fault: SMRT
70,000 COH]mUterS “Passengers on board one train travelling in the direction of Marina South were

safely detrained to Marsiling station,” says SMRT.
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Railway Modernization

There is growing use of informataomd communication technologis
(ICTs)to operatdrainsand connect trains to an operation cente
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TPS Architecture
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DC Subsystem of the TPS
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A Mobility of trainchanges TPiStwork topologgnd parameters
A AcceleratingTrains - Draw power from the network

A Breaking Trains - Can regenerate and inject powertimeanetwor!

Train operations result in a drop or rise in the catenary V(l>ltag




TPSVulnerabilities : Track Circuit
Breakers
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Changing the status of circuit breakers can alter the power
the TPS
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TPS Vulnerabilities : Train Controls
& Sensor Measurements

Train safety control mechanisms embedded in the ATC
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Overcurrent Protection Squeeze control
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FDI attacks on measurements/ controller logic may mislead tf
train into erroneous power control decisions




Contributions

1. Impact Analysis of FDI attacks on the train
borne sensor measurementis

A Efficiency attack | ncrease the syster

A Safetyattack: Breach voltage safety limits

Analyzing the impact of FDI attacks will provide basic
understanding for developing countermeasures




Numerical Examples

Attack magnitude constraints

Position: 0 km 0.9 km 1.2 km 2 km AV = 5OV, AI — 200A
1 2 3 4
Node 1 3 4
R v/ -
Power: -1.81 MW 2%96 MW 1.161 MW 1.792 MW L -
. . Efficiency
Available:  Available: Attack Vi 801.1 850 805.2
55MW 1.8 MW e
I; 11728.2 2117.6 | -1867.1
_ P, 1384 | 1253 1.8 -1.503
I Substation power absorbed I > — € 5620 )
1! - 47316
. Slf —
W/o Attack: 3.601 MW U v; 8280 (C 901 ) 8842 [ 8241
With attack: 2.888 MW 1, 26601 | 45316 | 6432 | -2505.7
19.81 %eduction P, 2212 | 4083 | 0569 | -2.065

To launch a successful attack, it is sufficient to compromise the
measurement of only node 2




